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 الممخص

الٌوْ السشيع في حْظيف الوصادقت البيْهخشيت هخعذد الْسائظ لذوايت الوعلْهاث ّالخذهاث لاقج 

اُخواهًا كبيشًا لاسخخذاهِا في حأهيي ًقاط الضعف في ُزٍ الأًظوت. حعذ العلاهت الوائيت الشقويت إدذٓ 

لعلاهت الوائيت الشقويت للوصادقت الخقٌياث الشئيسيت الوسخخذهت لضواى أهاى ُزٍ الأًظوت. يسوخ اسخخذام ا

أّ الوخزًت  الٌظام،البيْهخشيت بالخعشف علٔ الصْس الاصليت الخي يخن اسسالِا بيي الأجزاء الوخخلفت هي 

في قاعذة البياًاث. ّيوكي أيضًا اسخخذام العلاهاث الوائيت الِشت للكشف عي اخخشاق ّالخلاعب في 

حن اقخشاح حقٌيت العلاهت  الذساست،لصْس الاصليت. في ُزٍ بالإضافت إلٔ هِوت الخعشف علٔ ا الصْس،

ّالخي حسخخذم صْسة بصوت الإصبع كعلاهت هائيت علٔ صْس الْجَ. حجوع  الِشت،الوائيت الشقويت 

ّحقٌيت العلاهت الوائيت للبج الأقل  (DCTالطشيقت الوقخشدت بيي حقٌيت حذْيل جيب الخوام الوٌفصل )

 DCTديذ إًَ يعالج ًسخت  الوائيت،وزيج بضغظ الصْسة راث العلاهت يسوخ ُزا ال  LSB)أُويت )

حقْم  رلك،علاّة علٔ  .LSBباسخخذام حقٌيت  الوائيت،هع الذفاظ علٔ ُشاشت العلاهت  الغلاف،لصْسة 

لإضافت طبقت  ،Arnold Transformationباسخخذام  الإصبع،الطشيقت أيضًا بخشفيش صْسة بصوت 

ام الوصادقت البيْهخشيت. ّقذ اظِشث ًخائج الخقيين أى الطشيقت الوقخشدت قذ أخشٓ هي الأهاى إلٔ ًظ

لأًِا حذافع بشكل كبيش علٔ الوعلْهاث  السابقت،حفْقج علٔ أدذد الأساليب الوْجْدة في الذساساث 

بذيذ يوكي اسخخذام كليِوا في الوصادقت العوليت  الأخشٓ،في كل هي بصوت الإصبع ّالصْس الذيْيت 

 ذاجت إلٔ اسخخذاهِا بشكل هٌفصل.دّى ال

تحويل جيب التمام ، علامة مائية هشة ،المصادقة متعددة الوسائط البيومترية الكممات المفتاحية:

 بصمات الأصابع.  ،البت الأقل أهمية ،منفصلة
 

mailto:*nabdulmawla@gmail.com
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Abstract 

The rapid growth of multimodal biometric authentication employment to 

protect information and services has attracted significant attention toward 

securing the vulnerabilities in these systems. One of the main techniques that 

are used to improve the security of these systems is digital watermarking. The 

use of digital watermarking allows the biometric authentication to recognize 

the authenticity of the images communicated among the different parts of the 

system, or stored in a database. Fragile watermarking can also be employed 

for tamper detection, in addition to the authenticity recognition task. In this 

study, a fragile digital watermarking technique is proposed, which uses the 

fingerprint image as a watermark on face images. The proposed method 

combines the Discrete Cosine Transform (DCT) and Least Significant Bit 

(LSB) watermarking technique. This combination allows the compression of 

the watermarked image, as it manipulates the DCT version of the cover 

image, while maintaining the fragility of the watermarking, using the LSB 

technique. Moreover, the method also encrypts the fingerprint image, using 

Arnold Transformation, to add another layer of security to the biometric 

authentication system. The evaluation results show that the proposed method 

has outperformed the state-of-the-art methods existing in the literature, as it 

highly maintains the information in both the fingerprint and the other 

biometric images, so that, both can be used in the authentication process 

without the need to communicate them separately.  

Keywords: Multimodal biometric authentication; fragile 

watermarking; Discrete Cosine Transform; Least Significant Bit; 

Fingerprints. 

I. INTRODUCTION  

Biometric authentication systems are being widely employed to protect 

information and services from any unauthorized access. These systems have 

shown better resistance to simple attacks, such as shoulder surfing, which the 

earlier secret-based systems suffer from [1, 2]. However, the use of biometric 

authentication still suffers from vulnerabilities at different positions of the 

system. One of the main concerns in these systems is the authenticity of the 

images received from the sensors or stored in the models’ database [3]. Image 
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processing tools can be used to manipulate these images and change certain 

features in order to gain unauthorized access to the system [4]. To verify the 

authenticity of the received images, two main approaches are used, which are 

the cryptography based [5, 6] and fragile watermarking based approaches [7, 

8]. In cryptography based approaches, a hash function is used to calculate a 

message authentication code, which is compared to the code calculated for the 

received image, using the same hash function, in order to verify the 

authenticity of the received image. In fragile watermarking based approaches, 

a watermark is inserted in the image before being transmitted, where the 

receiver verifies the authenticity of the image by investigating the existence 

of the watermark. However, the existing watermarking techniques insert static 

watermarks, or watermarks related to features from the image being 

protected, so that, the receiver can extract this information from the image 

and validate the watermark to detect any tampering [9]. 

With the growing importance and sensitivity of information and services 

protected by biometric authentication systems, and according to the better 

accuracy and wider population coverage of multibiometric authentication 

systems, these systems are being widely used in the recent years [10]. Such 

systems extract biometric features from multiple body parts of the user 

authenticating into the system. Many of these systems rely on extracting 

features from the fingerprint and face images, according to the high 

availability, distinctiveness and robustness of these biometrics [11, 12] and 

the ability of collecting the face image, passively, during the collection of the 

fingerprint [13]. However, in addition to the importance of the authenticity 

verification of the stored model images and those collected from the user, it is 

important to maintain the biometric features in these images as intact as 

possible, to maintain the accuracy of the authentication system [14]. 

Moreover, watermarking techniques are used to embed one of the images in 

the other, in order to reduce the bandwidth required by the authentication 

system to communicate these images [15]. 

A hybrid digital watermarking technique is proposed by Vatsa et al. [16] 

that watermarks the face image information on the fingerprint image, by 

combining the Discrete Wavelet Transform (DWT) and LSB techniques. To 

increase the efficiency of the watermark data, the two-dimensional Gabor of 

the face image is calculated and used as the watermark data on fingerprint 

images. The results of this study show that the watermarking technique has 

been able to survive through different geometric and frequency attacks. Thus, 
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the proposed bimodal authentication system has been able to significantly 

maintain the recognition rate, despite the application of multiple attacks. 

However, the use of such approach does not allow the detection of any 

tampering, where some information in the cover photo may be manipulated to 

produce a false authentication. 

Thanki and Borisagar [17] propose a fragile watermarking technique that 

hides the fingerprint image, as the watermark, in the face image, as the cover 

image. This method combines the Singular Value Decomposition (SVD) to 

embed the details wavelet of the DWT of the fingerprint image, which is 

encrypted using the Compressive Sensing (CS) technique, to add another 

layer of protection. Although the watermark data are compressed, to reduce 

the distortion imposed on the cover image, no compression is applied to the 

cover image, which increases the storage required to store these images and 

the bandwidth required to communicate them. However, the fragility of this 

technique has enabled the detection of any tampering with the watermarked 

image, as the similarity measures between the original watermark and the 

received one is very low when the watermarked image is attacked. Similarity, 

the method proposed in [18] also uses the CS theory but combined with the 

Fast Discrete Wavelet Transform. Despite the lower effect of this method, 

imposed by the watermark over the cover image, the results show that 

compressing the image results in losing the watermark information. Hence, 

the watermarked images are required to be stored and communicated in full 

size. Such requirement increases the resources consumption of the system, i.e. 

the storage space and bandwidth. Moreover, the fragile watermarking 

technique proposed in [19] also uses Discrete Wavelet Transform (DCT) but 

does not consider compressing the watermarked image. 

A watermarked image can be compressed when a robust watermarking 

technique is used. Nafea et al. [20] present a hybrid watermarking technique 

that uses the Discrete Wavelet Transform-Singular Value Decomposition. 

The results of the evaluation experiments show that the watermarked image 

survives compression, up to a certain rate. However, as a robust watermarking 

technique, tamper cannot be detected in an images watermarked using such 

technique [21, 22]. Hence, despite the reduction in the resources consumption 

when such a method is used, tampering cannot be detected, especially when 

an attack targets certain region of the image. 

To reduce the effect of the watermark information on the cover image and 

reduce the size of the watermarked image, by allowing the use of smaller 
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cover images, the method proposed by Ma et al. [23] down samples the 

watermark image. The face images are used as the watermark, for the 

fingerprint image, and are reduced to only 8×8 pixels before being used as the 

watermark. Accordingly, the facial features cannot have significant influence 

in the authentication stage, as these features are downsized, according to the 

results of the conducted experiments. However, the results show that the 

method has been able to protect the watermarked images, as the watermark 

information is lost when any attack is applied to the watermarked image. 

This paper proposes a hybrid fragile watermarking technique that 

combines Discrete Cosine Transform (DCT) and Least Significant Bit (LSB) 

techniques. The use of the DCT format of the image allows compressing it 

before being stored or communicated, which reduces the storage and 

bandwidth required by the authentication system, while the use of the LSB 

method provides the required fragility to detect any tampering in the image. 

JPEG image format, which is the most widely used compressed image format 

[24, 25], relies of DCT to eliminate cosine frequencies that have least 

magnitude in the image. However, the use of LSB watermarking technique 

prior to applying the DCT eliminates the entire watermark information during 

compression. Thus, the proposed method applies the LSB algorithm to the 

DCT values of the image, instead of the actual pixels’ values. The use of the 

fingerprint image as a watermark in the face image reduces the size of the 

stored and communicated data. However, the proposed method maintains two 

important conditions, which are preserving the information in both images as 

intact as possible, and detect any tampering occurs to the resulting 

watermarked image. As the watermark information in the proposed method is 

not extracted from the cover image, tamper detection at the receiving end 

cannot be achieved using the traditional techniques. Thus, a Convolutional 

Neural Network (CNN) is trained to recognize the patterns in fingerprint 

images, so that, is such patterns are not detected, the image is considered 

unauthentic. 

The remainder of this paper is organized as follows. Section II describes 

the proposed techniques to implement the tamper detection method, which are 

the watermarking and fingerprint patterns detection techniques. Section III 

describes the dataset used for the evaluation process and the adjustments 

conducted to produce more appropriate sets. Section IV describes the 

experimental setup and the performance measures of the proposed methods. 
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Section V presents the conclusions of this study and the future work that may 

improve the performance of the proposed methods. 

II. PROPOSED METHOD 

JPEG image compression standard [26] uses two compression stages to 

reduce the size of a still image. The first stage uses lossy compression based 

on calculating coefficient values of cosine waves with 64 different 

frequencies for each 8×8 pixels in that image. Then, the resulting values are 

divided by corresponding values in a predefined quantization table, which 

mainly reduces the effect of higher frequencies as they normally have less 

visual effect on the image. The resulting values are then rounded to the 

nearest integer, in order to reduce the number of unique values in the resulting 

matrix. Up to this level of JPEG compression, the size of the resulting matrix 

is identical to the size of the original image, as each 8×8 pixels are replaced 

with 8×8 values that represent the quantized cosine coefficients. The second 

stage executes lossless compression using Huffman encoding, which makes 

use of the lower number of unique values, to reduce the size of the resulting 

matrix before communicating or storing the image. The proposed method 

interacts with the quantized values, before being compressed using Huffman 

encoding, or being used to retrieve the original pixels values of the image. 

A. DIGITAL WATERMARK EMBEDDING 
The proposed method uses the fingerprint image as the watermark to be 

inserted to the face image. Fingerprints impressions generated by the ripples 

on the surface of the finger skin, where each pixel in the image can be either 

belong to a ripple or not. Thus, binarizing the fingerprint image does not 

cause loss in the biometric information that can be extracted from it [27]. 

However, binarization the image can significantly reduce the size of the data 

required to describe the fingerprint, which reduces the distortion it imposes 

over the cover image, which is the face image. Before binarizing the 

fingerprint image, the image is resized to fit into the face image, if the 

fingerprint image is larger than the face image, using linear interpolation 

method [28]. Then, the intensity histogram of the image is equalized, to 

improve the quality of the binarized image. 

To improve the security of the proposed watermarking method, the 

binarized fingerprint image is scrambled using Arnold Transform. This 

scrambling technique requires a secret key that consists of three number. The 
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first two number are any pre-shared secret numbers that are used in Equation 

1 to calculate the new position of a point located at (x, y) coordinates based on 

its previous coordinates, while the third number represents the number of 

iterations that the encoding is applied over the image [29, 30]. Thus, these 

numbers can be set to static values or time-sensitive values to deny any replay 

attacks 

[
  

  
]  [

  
     

] [
    

    
]       (1) 

The scrambled version of the binarized fingerprint image is then used to 

manipulate the LSB of the DCT coefficient values, calculated from the face 

image. As the dimensions of the fingerprint image is equal to or less than the 

dimensions of the face image, and as each pixel value in the fingerprint image 

can only be zero or one, it is guaranteed that LSBs of the face image can 

handle the entire information of the fingerprint image. Finally, Huffman 

encoding is applied to the manipulated values before storing or 

communicating the resulting values in JPEG format, as shown in Algorithm 

1. 

 

Algorithm 1: Watermark Embedding  

Input: Fingerprint image, Face image, Arnold keys 

(a, b,      i) 

1: FL, FW ← Length and width of face image 

2: PL, PW ← Length and width of fingerprint 

image 

3: if PL>FL: 

 Fingerprint ← Resize(Fingerprint, FL/PL) 

 PL, PW ← Length and width of fingerprint image 

3: if PW>FW: 

 Fingerprint ← Resize(Fingerprint, FW/PW) 

 PL, PW ← Length and width of fingerprint image 

4: Fingerprint ← EqualizeHist(Fingerprint, (0,255)) 

5: for x = 0 to  PW: 

  for y = 0 to PL: 

   if Fingerprint[x,y] > 127: 

    Fingerprint[x,y] ← 1 

   Else: 

    Fingerprint[x,y] ← 0 
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6: Fingerprint ← Arnold Transform(Fingerprint, (a, 

b, i)) 

7: FDCT ← DCT(Face) 

8: FDCT ← Quantize(FDCT) 

9: for x = 0 to  PW: 

  for y = 0 to PL: 

   FDCT[x,y].LSB ← Fingerprint[x,y] 

10: FDCT ← Huffman_Encode(FDCT) 

Output: FDCT 

B. Fingerprint and Face Images Extraction 
When the compressed watermarked image is received, the fingerprint and 

face images are extracted. Both images are used for biometric authentication, 

while the fingerprint image is also used to detect any tampering with the 

watermark image. The first step to retrieve these images is to decompress the 

Huffman-encoded values. As the dimensions of the fingerprint image are 

constant, depending on the specification of the sensor used to collect these 

images, these dimensions are known to the receiver of the watermarked 

image. These dimensions are compared to the dimensions of the received 

image in order to recognize the area that contains the data of the fingerprint 

image. By collecting the LSBs of the received coefficient values, the original 

values of the scrambles binarized fingerprint image can be retrieved. Then, 

using the same keys used to scramble the fingerprint data, inverse Arnold 

transformation is used to reconstruct the original binarized fingerprint image. 

Finally, by applying inverse DCT to the received coefficients, the face image 

can also be reconstructed. Algorithm 2 describes the main steps required to 

retrieve the fingerprint and face images from the received compressed 

coefficient values. 

Algorithm 1: Fingerprint and face image extraction 

Input: Compressed DCT coefficients, Fingerprint 

length      (PL) and width (PW), Arnold keys (a, 

b, i) 

1: Coeff ← Huffman_Decode(Compressed) 

2: FL, FW ← Length and width of Coeff 

3: if PL>FL: 

 PW ← int(FL/PL) 

 PL ← FL 
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4: if PW>FW: 

 PL ← int(FW/PW) 

 PW ← FW 

5: Fingerprint ← Empty_array(PW, PL) 

6: for x = 0 to  PW: 

  for y = 0 to PL: 

   Fingerprint[x,y] ← Coeff[x,y].LSB 

7: Fingerprint ← Inverse Arnold 

Transform(Fingerprint, (a, b, i)) 

8: Face ← Inverse DCT (Coeff)  

Output: Fingerprint, Face 

C. Tamper Detection 
As the watermark images are not static or extracted from features in the 

cover image, and as fingerprint images are different among individuals, it is 

not possible to use a similarity measure between the retrieved watermark and 

a model image to detect any tampering with the received image. Thus, a 

machine learning technique, based on Convolutional Neural Network (CNN) 

is proposed to learn the patterns of a fingerprint. This neural network can then 

be used to detect fingerprint images in the extracted watermarks, so that, if 

such patterns are missing, the image is considered to be tamper with.  

As shown in Figure 1, the implemented CNN consists of three 

convolutional layers, with 128, 64 and 32 filters of 2×2 pixels size, each 

followed by a MaxPooling layer with 2×2-pixel filter size, to maintain 

accurate positioning of the detected patterns. These layers are followed by 

two hidden fully-connected layers, with 256 and 128 neurons with 50% 

dropout rate each, to avoid overfitting. The output layer consists of a single 

neuron, as only one output value is required, which represents the probability 

of the input containing a fingerprint image. All layers, except the output layer 

use Rectified Linear Unit (ReLU) activation function, according to the good 

performance and fast learning rates they provide. The sigmoid activation 

function is used for the neuron in the output layer, as the output is required to 

be in the range [0,1]. The CNN is trained using a set of images, where images 

that contain fingerprint images are labeled with one, while those that do not 

have fingerprint images are labeled with zero. 
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Figure 1: Structure of the fingerprint detection CNN. 

III. FINGERPRINTS AND FACE IMAGES DATASETS 

To evaluate the performance of the proposed methods, two fingerprint 

and three face images datasets are used to measure the similarity between the 

cover images, before and after watermarking, as well as the detection rate of 

the CNN. The FVC 2002DB1 and FVC 2004DB4[31] fingerprint dataset are 

used, as these datasets are used in earlier studies. For face images, the Indian 

Faces[32], the ORL Database of Faces and the FERET[33] Faces dataset are 

used. These datasets are selected to allow comparison between the proposed 

method and the state-of-the-art methods that exist in the literature. Table 

summarizes the contents of each of the datasets used in this study. The ORL 

and FERET face images dataset are combines with the fingerprint images of 

the FVC 2002 dataset, while the Indian Faces dataset is combined with the 

fingerprint images from the FVC 2002 and FVC 2004. 

Conv1 (128)(2,2) 

MaxPool1 (2,2) 

Conv2 (64)(2,2) 

MaxPool2 (2,2) 

Conv3 (32)(2,2) 

MaxPool3 (2,2) 

Dense1 (256) (50% Dropout) 

Dense2 (128) (50% Dropout) 

Dense4 (1) 
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IV. EXPERIMENTAL SETUP AND RESULTS 

All experiments are implemented using Python programming language 

[34], where the OpenCV library [35] is used for image processing while 

Keras artificial neural networks library [36] is used with Tensorflow [37] 

machine learning library as its backbone. The SciKit-Learn [38] library is 

used to calculate the performance measures of the proposed method. These 

experiments are conducted using an Intel® Core™ i7-7700HQ processor at 

2.81GHz frequency and 16.0GB of memory running with Windows 10 Pro 

operating system. A GTX1080Ti Graphical Processing Unit (GPU) is used to 

accelerate the computations required by the CNN in the tamper detection 

phase. 

A. EXPERIMENTAL METRICS 
The performance of the proposed method can be illustrated using four 

aspects:  

1) The distortion in the fingerprint and face images imposed by the 

watermarking process, as these images are required in the authentication 

process. 

2) The tamper detection accuracy under different attacks executed against the 

watermarked image.  

3) The reduction in the size of the data required to be transferred, when the 

watermarked image is used instead of communicating both images solely. 

4) The complexity of the proposed method, measured by computing the time 

consumed by the proposed method to watermark the images, extract the 

original images and detect any tampering with the watermarked image. 

The distortion imposed by the watermarking can be illustrated by 

measuring the similarity between the fingerprint image before watermarking 

and those extracted from the received watermarked image, and the face 

images before and after the fingerprint images are inserted in them. Two 

similarity measures are used to calculate these similarities, which are the Peak 

Signal to Noise Ratio (PSNR) [39] and the Structural Similarity Index 

Measure (SSIM) [40]. Equation (1) is used to calculate the PSNR, while the 

SSIM is measured using Equation (2). 

                          , (

(1) 
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The tamper detection accuracy is measured by calculating the False 

Acceptance Rate (FAR), which represents the ratio of tampered images 

predicted as normal, and False Rejection Rate (FRR), which represents the 

ratio of untampered images predicted to be tampered with. These measures 

are calculated using Equation (3) and (4), respectively. 
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where, 

TP: Untampered images predicted as untampered. 

TN: Tampered images predicted as tampered. 

FP: Tampered images predicted as untampered. 

FN: Untampered images predicted as tampered. 

 

B. EXPERIMENTS ASSUMPTION 
In the conducted experiments, the face images in the selected dataset have 

dimensions of 119×92 pixels, while the fingerprint images have 200×200 

pixels. All JPEG compressions are set to 90%, in order to maintain acceptable 

quality for the biometric authentication stage. The keys used for Arnold 

transformation are a=1, b=1, i=10. 

 

C. FINGERPRINT AND FACE IMAGES SIMILARITY 
The block diagram shown in Figure 3 illustrates the procedure followed to 

measure the similarity between fingerprint and face images. Per each 

individual in the dataset used for evaluation, the average PSNR and SSIM 

values are calculated, which are illustrated in Table 

 

Figure 2: Fingerprint and face images similarity measurement block 

diagram 
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Individual 

Face Images Fingerprint 

Images 

Average PSNR 

(dB) 

Average SSIM Average 

PSNR (dB) 

Average 

SSIM 

1 46.71 0.9983 58.23 0.9977 

2 49.15 0.9994 57.42 0.9971 

3 48.14 0.9988 56.86 0.9967 

4 45.06 0.9967 56.77 0.9967 

5 41.6 0.994 57.08 0.997 

6 42.36 0.9966 57.26 0.9971 

7 48.17 0.9992 57.29 0.9971 

8 47.89 0.9984 57.07 0.9969 

9 35.38 0.9886 56.96 0.9968 

10 49.1 0.9993 57.23 0.997 

11 47.91 0.9991 57.24 0.9971 

12 39.79 0.9933 58.09 0.9977 

13 45.98 0.9982 57.3 0.9971 

14 45.69 0.9981 58.36 0.9975 

15 49.12 0.9994 57.03 0.9969 

16 49.18 0.9994 57.09 0.9969 

17 45.26 0.9987 57.16 0.997 

18 40.83 0.9926 57.67 0.9975 

19 43.17 0.9975 57.08 0.997 

20 48.24 0.9991 57.35 0.9972 

21 43.17 0.9966 57.33 0.9971 

22 49.12 0.9995 57.75 0.9974 
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23 45.06 0.9975 57.2 0.9971 

24 44.29 0.9992 57.28 0.997 

25 37.51 0.9915 57.22 0.997 

26 36.99 0.9905 57.55 0.9973 

27 47.83 0.9991 56.94 0.9969 

28 45.86 0.9983 57.08 0.997 

29 45.33 0.9985 56.76 0.9967 

30 47.96 0.9993 57.73 0.9974 

31 44.25 0.9987 58.15 0.9976 

32 41.1 0.9959 57.37 0.9972 

33 49.18 0.9995 56.66 0.9966 

34 41.37 0.9993 56.8 0.9969 

35 42.02 0.9944 57.22 0.9971 

36 49.06 0.9994 57.44 0.9972 

37 48.13 0.9988 57.04 0.9969 

38 47.26 0.9982 57.3 0.9969 

39 49.2 0.9994 56.31 0.9963 

40 43.86 0.9959 57.38 0.9973 

Overall Average: 45.18 0.9974 57.44 0.9973 

 

The results of this experiment show that the similarity between the face 

images, before and after being watermarked, vary from 35.38 to 49.20 dB 

PSNR with an average of 45.18, while the similarity measures vary from 

99.86% to 99.95%, with an average of 99.74%. Moreover, the similarity 

between the binarized fingerprint image prior to the watermarking and the 

image extracted from the watermarked image varies from 56.31dB to 

58.36dB PSNR, with an average of 57.44, while the SSIM measure varies 
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from 99.63% to 99.77%, with an average of 99.73%. These results show that 

the distortion imposed by the watermarking technique is so low that it does 

not affect the features in the images, which are used for biometric matching. 

Moreover, binarizing the fingerprint image has been able to increase the 

similarity measures of the fingerprint images, and reduce the distortion in the 

face images, as less data are watermarked in them. 

In comparison, the method presented by Noore et al. [14] watermarks the 

face image over the fingerprint image for multimodal biometric systems. This 

method embeds the face image in certain texture regions in the DWT of the 

fingerprint image, selected based on a number that is used as a secret key to 

decrypt the watermark data. The similarity measures of this method are 

97.58%, between the original and watermarked watermark face images, and 

92.59% between the cover fingerprint images, before and after adding the 

watermarks. These results show that the proposed method has better 

similarity measures, which produces more accurate biometric authentications, 

as the less distortion is imposed by the proposed method. This comparison 

also shows the use of the entire image, in the proposed method, instead of 

certain regions can reduce the distortion, as the density of the watermark data 

is reduced when the entire image is used. More comparisons to more recent 

techniques are shown in Table 2 to illustrate the performance of the proposed 

method, regarding the average PSNR and SSIM measures. 

Table 2: PSNR and SSIM comparisons with the literature 

Study PSNR (dB) SSIM 

This study    51.31 0.99735 

Rohit et al.[18]    42.59 0.987 

Rohit et al.[19]    43.62 0.9850 

Nafea et al.[20] 

Naima et al.[22] 

Rohit et al.[17] 

   23.17 

   30.00 

   44.52 

0.9495 

0.989 

0.4998 

C. TAMPER DETECTION ACCURACY 
In this experiment, the fragility of the proposed watermarking 

technique is evaluated, alongside with the temper detection rate, using 

the trained CNN. First, the performance of the trained CNN is 

evaluated when no attack is executed against the watermarked image. 

Then, different attacks are executed before extracting the watermark 

from the image and forward it to the tamper detection method. In both 



  مجلة غريان للتقنية / المعهد العالي للعلوم والتقنية غريان
Gharyan Journal of Technology, High Institute of Science & Technology Gharian 

 Issue (8), September- 2022 -سبتمبر، دد الثامنالع

 

 Copyright © GJT  لمجلة غريان للتقنية حقوق الطبع محفوظة 

  
22 

 

cases, the detection rate is measured, and a sample of the extracted 

watermarks is collected, to illustrate the performance of the tamper 

detection method and the fragility of the watermarking technique. 

Figure 4 shows the procedure followed during this experiment. 

  

Figure 3: Tamper detection evaluation procedure. 

Although the proposed watermarking method is aimed to watermark 

compressed images, compressing the watermarked image is one of the 

attacks that may be executed against it. Thus, it is important to evaluate 

the ability of the proposed method to detect such tampering. Moreover, 

attacks such as Salt & Pepper, Medial Filters and Gaussian Noise are 

widely used to evaluate the robustness or fragility of a watermarking 

technique. Thus, each of these attacks is executed on the watermarked 

image, before extracting the watermark information from it, using 

different intensities. The results of this experiment are summarized in 

Table 3. 

 

 

 

 

Watermarked 

Image 

Measure Detection 

Accuracy 

Attack 

Fingerprint 

Pattern 

Detector 

Extract 

watermark 
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Table 3: Tamper detection performance evaluation. 

Attack Type FAR 

F

RR Accuracy 

Extracted 

Watermark 

None 0 0 
1 

 

 

Salt & Pepper (0.001) 0 0 1 

 

Salt & Pepper (0.002) 0 0 1 

Salt & Pepper (0.01) 0 0 1 

Salt & Pepper (0.05) 0 0 1 

Salt & Pepper (0.1) 0 0 1 

Median Filter (3x3) 0 0 1 

 

Median Filter (5x5) 0 0 1 

Median Filter (7x7) 0 0 1 

Median Filter (9x9) 0 0 1 

Median Filter (15x15) 0 0 1 

Gaussian Noise 

(0,0.01) 
0 0 1 

 

 

Gaussian Noise 

(0,0.05) 
0 0 1 

Gaussian Noise (0,0.1 0 0 1 

Gaussian Noise 

(0.01,0) 
0 0 1 

Gaussian Noise (0.02,0 0 0 1 

Gaussian Noise (0.1,0) 0 0 1 

Gaussian Noise (0.05,0 0 0 
1 
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JPEG compression 

(10%) 
0 0 1 

 

JPEG compression 

(30%) 
0 0 1 

JPEG compression 

(50%) 
0 0 1 

JPEG compression 

(70%) 
0 0 1 

JPEG compression 

(90%) 
0 0 1 

Average: 0 0 1  

 

The results illustrate the perfect performance of the tamper detection 

method, which is a result of the combination between the fragility of the 

watermarking technique and the accuracy of the fingerprint pattern detection 

method. Thus, this combination has shown the best possible performance in 

detecting any type of attacks that can be executed on the biometric images, 

stored in the models database or communicated among the different parts of 

the multimodal biometric authentication system. Moreover, the use of a time-

sensitive encryption key with the Arnold Transformation can protect the 

system from any replay attacks, where messages are intercepted and replayed 

to the system. The images collected from watermarks in attacked images 

show that the LSBs are reset after each attack is executes, which creates what 

appears to be a random distribution of ones and zeros. 

D. IMAGES SIZE REDUCTION 

As the aim of the proposed method is to protect face images using the 

fingerprint images while reducing the size of the watermarked image, to 

reduce the resources consumption, this experiment evaluates the size of the 

resulting image. According to the JPEG standard, a quantization table is used 

to reduce the number of unique frequency magnitudes, so that, the size of the 

resulting file required to store the image is significantly reduced when 

Huffman Encoding is used to store those values. However, as the proposed 

method adjust the value of the LSBs of the values resulting from the 

quantization step, the resulting file is expected to be larger than the 
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compressed one, without watermarking, but still smaller than the original 

watermarked image. At a compression rate of 90%, the proposed method has 

produced files with 63.87% of the original, uncompressed, file size, whereas 

the standard JPEG compression has produced files of 53.74% of the original 

size. In contrast, the methods proposed in [17-19] and [23] still require storing 

the file using its 100% size, while the method proposed in [20] can produce 

files with compression rate depending on the required file size but cannot be 

used for tamper detection. 

E. SPEED ANALYSIS 
The time consumed to execute an algorithm has significant 

importance when the algorithm is used with real-time applications. To 

evaluate the effect of the dimensions of fingerprint and face images on 

the time required to gen 

erate the watermarked image and extract them back, these images 

are scaled from 20% up to 200% their actual dimensions, with a 20% 

step size. 

 

 

 

 

 

 

 

 

Figure 4: Scale of the fingerprint and face images. 

Per each scale of the face image, all possible scales of the fingerprint 

images are evaluated. Then, the results are summarized, in Figure 4, per each 

scale of the fingerprint and face images. The minimum time consumed by the 

proposed watermarking algorithm, to watermark and extract the images, is 

0.45mS, while the maximum time is 39mS. Moreover, the graph show that the 
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execution time is increased only when both the fingerprint and face images 

have larger dimensions. 

V. CONCLUSION 

This paper presents a fragile watermarking technique that combines the 

LSB watermarking method and DCT-based compression, to protect images 

communicated by multimodal biometric authentication systems. The 

proposed method watermarks the fingerprint image over the face image, so 

that, any tampering with the image causes the loss of the watermark. The use 

of the fingerprint image as the watermark has been able to reduce the size of 

the data communicated in the authentication system, as both images are 

transferred in a single watermarked image. However, the use of a dynamic 

watermark that is not extracted from features in the cover image imposes the 

challenge of detecting tamper in the received image. Thus, a convolutional 

neural network is trained to recognize patterns in fingerprint images, so that, 

is the watermark extracted from the received image does not have such 

patters, the image is considered to be tampered with. The proposed method 

has shown perfect tamper detection rate, with very high similarity between 

the fingerprint and face images before being watermarked and after being 

extracted from the watermarked image and significant reduction in the size of 

the communicated data. The method has also shown very low time 

consumption in embedding the fingerprint image in the face image and 

extracting these images upon arrival, where the execution time has increased 

only when the dimensions of both images are increased. 

In future work, the distortion imposed by the fingerprint watermark on 

other biometric images, such as iris, is going to be evaluated. As iris images 

are of smaller size and sharper details, compared to face image, the 

watermarking technique may impose a larger distortion on such images. 

However, the literature shows that the use of fingerprint and iris biometric is 

rarely combined together, as both of them cannot be collected passively. 
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