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Abstract:

Multimodal biometric system relies on multiple biometric identifiers for person
identification that becomes more popular in authentication and identification. Due to
the popularity of multimodal system, three factors (security, authentication and
robustness) are considered for image authentication, face recognition and biometric
identification. This paper presents multimodal biometric system by applying double
digital watermarking scheme. The proposed dual watermarking is embedding blind
semi-fragile and robust watermarks into the facial image. To embed blind semi-fragile
digital watermarking, IWT (Integer Wavelet Transform) and Reversible Procedure is
proposed and for robust digital watermarks, DCT (Discrete Contourlet Transform) and
QIM (Quantization Index Modulation) is proposed. In this, we have used two
biometrics including face and voice for biometric system. For watermark embedding,
MFCC (Mel Frequency Cepstral Coefficients) voice features are extracted and
embedding into facial image. Face selection operation is performed using ICP
(Iterative Closest Point) algorithm that works based on learning weights. Final
decision making is performed using Deep Reinforcement Learning called “Double
Deep-Q-Network”. Two corpuses such as TIMIT (voice) and ORL (Face) are used for
system evaluation and performance testing. our proposed double watermarking
scheme exhibits better performance in terms of accuracy, EER, PSNR, SSIM,

Keywords: Multimodal, Double watermarking, Face recognition, Discrete Contourlet
Transformation (DCT), Quantization Index Modulation (QIM), Integer Wavelet
Transform (IWT) and Reversible Procedure.

i. INTRODUCTION

The rapid growth in Information Technology (IT) has revised the need to protect
sensitive and personal data from any unauthorized access. Many techniques have been
proposed to protect these data, such as the knowledge-based method, where login
credentials, such as passwords, Personal Identification Number (PIN) or patterns, are
required from the users to access these data. However, the importance of protecting
these data and the sensitivity of such methods to simple attacks, such as shoulder
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surfing, have imposed the need for more secure techniques [9]. Therefore, many
methods have been proposed to protect these techniques from known attacks but the
tendency of humans to use easy-to-remember credentials has limited the capabilities of
such techniques, as easy-to-remember credentials are also easy-to-predicting [6].

To protect such data, and according to the limited security that Knowledge-based
techniques provide, many techniques have been proposed based on biometric
information. This information is collected from the user upon authentication and
compared to the information of the legitimate users who are allowed to access the
system. The user of such information has shown better resistance against attacks that
rely on identifying the information used for authentication, as it is more complex to
replicate biometric features, than the traditional methods, such as passwords or
patterns, in Knowledge-based authentication [10,13 ,16].

One of the widely used techniques to protect the authenticity of information
communicated between different parts of the authentication system is digital
watermarking, where biometric information is added to the captured biometric image
that the biometric features are extracted from. Watermarking techniques are normally
used for one of two reasons, which are to prove ownership of the biometric image or
to detect any tampering with it. Moreover, some of the watermarking techniques add
visible watermarks to the biometric image, while others hide the watermark inside the
biometric image, so that, it is not visible unless it is extracted. For tamper detection,
hidden watermarks are added to the biometric images, so that, the absence of the
watermark or any distortion in the extracted watermark indicates tampering with the
original biometric image. Moreover, the watermarking techniques used for tamper
detection is fragile, so that, the extracted watermark is highly affected when any attack
is executed against the watermarked biometric image [5].

In biometric systems, researchers [4, 14, 15, 17,18, and 19] have proposed digital
watermarking algorithms against geometrical attacks and other attacks. Watermarking
is referred to as hidden information and protect against unauthorized persons. To
hidden data, certain information is considered and to be embedded on original host
image using any water- marking techniques. In this case, original image content could
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not affect. Some of the researchers [1, 2, 3, 7, 11, 28, 29, 21, 24, 25, 26, and 27] have
proposed frequency domain methods for watermarking while others proposed spatial
domain methods [12 and 31]. Recently, researchers have concentrated on double
watermarking methods. For each watermarking, they have used separate techniques.
Table 1 demonstrates that recently used watermarking techniques. To solve those
limitations, in this paper we propose a hybrid double watermarking method to build an
online multimodal system by embedding MFCC voice features into face images. The
main objective of our multimodal biometric watermarking system is to provide
security to biometric data without conceding the quality of both biometric host image
and watermark data. The main contributions of our work are as follows:

¢ DGA-SA (Dynamic Genetic Algorithm with Simulated Annealing). In
watermarking, spatial location and best embedding point are required for efficient
watermarking. So that DGA- SA is proposed DGA to compute the spatial location of
the coefficients and then this suboptimal solution is forwarded to Simulated
Annealing for best embedding selection.

o |ICP (lterative Closest Point) for face selection. Face selection is based on the
patches. In this face image is split into patches (eye, nose, mouth). In this ICP
algorithm the face selection in which closest points selected that will be used for
classification.

e Deep Reinforcement Learning algorithm named “Double Deep-Q-Network™ which
is the recent network, this reduces the complexity and it will be used for face
recognition.

The paper is organized as follows: Section 2 is a literature review; Section 3
describes the proposed methodology in three parts; biometric data processing, double
digital watermarking and face identification; Section 4 presented database description
and experimental results; and Section 5 concludes on the research study carried out.

ii. LITERATURE REVIEW

There is wide collection of approaches have been proposed for watermarking.
Almost of them adopt the idea of digital watermarking using transformation methods
DWT (Discrete Wavelet Transform), DCT (Discrete Cosine Transform), and DFT
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(Discrete Fourier Transform). Some of these transformation methods are briefly
reviewed in the following:

The authors of [14] proposed single biometric identifier/unimodal identifier for
face recognition using PCA (Principle Component Analysis) and DCT (Discrete
Contourlet Transformation). This combined system is used to ensure the image
authenticity and security against robust attacks. Experimentation is proved that the
system is successful in security, accuracy, robustness and watermarking techniques.
The papers [20, 22, and 23] proposed an approach for multimodal biometric
authentication system using watermarking technique. Three biometric traits are
postulates in this paper are fingerprint, face (physical traits) and signature (behavioral
trait). Initially, metamorphose is applied on biometric traits using Discrete Cosine and
Discrete Wavelet Transformation. After this watermarking is achieved using singular
value decomposition scheme. However, the security of biometric data is preeminent,
therefore utmost importance to provide security for individual biometric data. The
authors of [3] proposed Phase Congruency Model and DCT for personal identification
system. Phase Congruency model is employed the low frequency on DCT coefficients
of face image and normalization correlation is based on robust property and human
perceptivity. Here authors claims that improve the quality, robustness and recognition
accuracy against different types of image processing attacks. The authors of [7]
described robust and secure watermarking for biometric data protection. This scheme
is proposed for the biometric template protection. Communication channel is used for
biometric system and the sparse information of watermark biometric data is generated
based on the compressive sensing and wavelet coefficients. The proposed scheme is
attaining the best results in accuracy and robustness. The authors of [8] introduced
face detection methods for digital image authentication. Biometric watermarking
technology is authenticating digital images automatically, in such processing authors
proposed face detection methods such as principal component analysis, and eigen
feature regularization. The objective of this paper is to find the relationship between
the original data and extracted biometric data using neural networks. Authors obtained
very promising results in experimentation. The authors of [3] proposed feature based
3-level RDWT [Redundant Discrete Wavelet Transform] for multimodal biometric
system. Phase congruency model is used to compute the embedding locations which
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preserves the facial features from being watermarked and ensures that the face
recognition accuracy. In order to improve the performance of proposed watermarking
algorithm, an author uses adaptive user-specific watermarking parameters. 3-level
wavelet decomposition of a face image is divided to four subbands such that the size
of each subband is equal to the original image, the RDWT redundant space provides
additional locations for watermark embedding. To address the issues of 3-level
RDWT. The authors of [11] presented multimodal biometric identification system
using L-level RDWT decomposition. Two biometric traits of the user i.e. the facial
and iris features are embedded independently into the wavelet sub-bands. While using
the fused score for evaluation, the accuracy was increased. The robustness of the
system has been analyzed against various attacks and the verification accuracy
evaluated based on false acceptance rate, area under curve and false rejection rate. The
wide range of existing approaches uses single watermarking for authentication and
face recognition. Single watermarking does not meet security requirements. To
mitigate this, current researchers concentrated on dual/double watermarking [30, 31].
these approaches are not efficient for multimodal biometric system since its aim to
satisfy the security requirements. To solve those problems, we designed effective
multimodal biometric system which meets those requirements to all extent.

System Overview:

To overcome the aforesaid problems and the best of our knowledge, Double
Digital Watermarking for Online Multimodal Biometric System is proposed. The
proposed double digital watermarking algorithm is a combination of blind semi fragile
and robust watermarks. In blind semi-fragile digital watermarking, Integer Wavelet
Transform (IWT) and Reversible procedure is performed. For blind robust digital
watermarking, Discrete Contourlet Transform (DCT) and Quantization Index
Modulation (QIM) are used. The proposed scheme consists of seven phases:
Preprocessing, voice feature (MFCC) extraction, face selection, watermark
embedding, extraction, authentication and identification. In first, user face and voice
biometric traits are preprocessed like image refinement and normalization. In DCT,
image is decomposed with five levels 1, 2, 4,8,16 under the directional band. To
identify the best embedding point, we proposed Nature Inspired Algorithms called
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DGA-SA (Dynamic Genetic Algorithm with Simulated Annealing). In voice data,
Voice information segmented and then MFCC (Mel Frequency Cepstral Coefficients)
features extracted and applied for watermark embedding. Before that, face selection is
performed using ICP (lterative Closest Point) Algorithm. In this learning weights
computed and less weight will be discarded for online face recognition system. After
watermark embedding, information transfer to Multimodal biometric system through
communication channel. In this, watermark is extracted using Deep Reinforcement
Learning algorithm named “Double Deep-Q-Network™.

This algorithm reduces time and improves the system efficiency. TIMIT and
ORL corpuses will be used for evaluating the developed systems. Similarity matching
is calculated for each training sample with testing sample and the Euclidean Distance
formula is used to calculate the distance between training and testing samples.

A. Preprocessing

The first step of the proposed multimodal biometric system is pre-processing.
This process makes the input images better suitable for the subsequent steps. The
most important processes such as refinement and normalization are carried out under
preprocessing. Also, this process is helpful for the feature extraction. Here, the facial
images from the database are refined and normalized. Once the input images are
acquired from the database, it undergoes the refinement process after refinement we
move to normalization steps in which input image is converting into the range of
pixels. In parallel, user voice input can be processed in the system. Voice features are
used as a watermark to embed in face image. Segmenting voice sample is a crucial
task in recognition. In this we segment voice to embed in the facial image.
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Figure 1: Overall Architecture
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B. Voice Feature Extraction:

Voice samples are taken as the input for watermark embedding. Before
embedding process, MFCC (Mel Frequency Cepstral Coefficients) features should
extract from the voice samples. MFCC is based on cepstral representation and the
speech signal spectrum and it is based on auditory processing. Most powerful feature
of cepstrum is that repeated patterns or any periodicities. Generally, auditory
processing system does not perceive any spectral components in linear scale, but it
will perceive spectral components on a nonlinear scale.

The MFCC is defined as the short time power spectrum of a speech signal and
the Mel scale wraps the frequency and allows better representation similar to the
human auditory system. The Mel scale is defined as the mapping of frequency
doubling to a human perception scale. The relation between Mel scale and Hertz
scale is

f (Mel) = 2595 log, o (1 + L272) (1)

MFCC is reduced dimensional form of speech spectrum. In order to compute
MFCC, the whole range of audio frequency is divided into frequency bands and also
the energy of speech signal with in the band is computed. In MFCC, cepstral
coefficients are obtained by computing the log of energy in each band.

C. Face Selection:

In face selection, person face is partitioned into number of patches: eyes, nose,
mouth etc. The RGB face color space consists of three additive primary components:
Red, Green and Blue. These color components are highly correlated and this will
difficult to execute in some image processing algorithms. Many processing
techniques are introduced and work on the face partition. In doing so, it produces poor
results in all three color spaces. To mitigate this, we proposed Iterative Closest Point
Selection algorithm. This algorithm performed with much ease on an image in the
RGB Color space.
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Figure 2: Face selection process

Consider the training samples including N faces (RGB color space). We divide
each image into M Overlapping P*P patches. Each of them by a d-dimensional vector
where d=P? Let i be the certain point and its corresponding closest point j is computed
using distance formula. Learning weights (w;y, ... ... wiy) evaluate for the point (i, j). In
this, the points which have the minimum weights have been eliminated in the system.

D. Watermarking

Digital watermarking in multimodal system is defined as the process of embeds
biometric data (watermark) into another biometric image Further, watermark can be
detected/extracted to make an assertion of the image. the host image denotes by H, the
watermark W, the watermarked image by B and the extracted watermark w’, N can be
considered as attacks or noise and the E (H, W) and D(C) be the embedding and
extracting function respectively.

the spatial location is computed by the following equation
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I(a(r,6),b(r,0)) - I(r,0) (2)

Where | represent the image, a(r, 8),b(r, 8) are the coordinates of a, b of the
original image and r is the radius lies on the interval [0, 1] and 6 is angle between [0,
2m].

double watermarking is proposed using hybrid approaches. Here fragile
watermarking for tampering detection and robust watermarking for transmitting the
MFCC features to the system. The embedding and extraction of watermarking are
briefly described in the following sections.

e Nature Inspired Algorithms (DGA with SA):

Searching best embedding co-efficient in image is a quite challenging and essential
task. Nature inspired evolutionary searching algorithms introduced to select the
best embedding point. In this scheme, we proposed Dynamic Genetic with
Simulated Annealing for watermark embedding. As a result of this, the capacity is
minimized by embedding the selected co-efficient. Dynamic Genetic Algorithm is
an evolutionary based searching method approach that consists of natural genetics
to solve the global optimization problems. Natural genetics are using operators
such as mutation, crossover and selection for optimization. Chromosomes represent
the candidate solutions with assigned the score to each of them. By applying
genetic operators to chromosomes, we get the new offspring. After the generations
of new offspring, chromosomes have better score values that considered being a
sub-optimal solution. After applying DGA, SA is started. Simulated Annealing is
another evolutionary based search method to find the best solutions. In
mathematical side, SA initiated from the starting point and followed by next new
candidate solutions is randomly generated. At this point, SA has taken long
computational time. To avoid such issues, we combined Dynamic Genetic
Algorithm and Simulated Annealing. At the starting point, parameters are
initialized such as population size, number of variables, lower crossover and
mutation rates, lower and upper bounds for each variable, annealing, selection
method and temperature functions are defined. Then starts GA algorithm and
stopping criteria are defined as a certain number of generations. At the end of this
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Genetic algorithm, sub-optimal solution is generated and then SA is employed with
the initial solution from the first part of the algorithm. Flowchart of the DG with
Simulated Annealing is illustrated below.

Algorithm for Dynamic Genetic with Simulated Annealing

//Dynamic Genetic Algorithm

Step 1: Initialize the parameters N (population size)

Step 2: Evaluate the chromosomes

Step 3: Select the best chromosomes

Step 4: Repeat //Adaptive Determination of genetic parameters

1. Determine P, (Crossover Probability) and P, (Mutation probability), and
2. Perform crossover and mutation
3. Evaluate the chromosomes

Step 5: If average fitness of population is above the fitness average //user defined
threshold (T)

{Return the solutions

} Else
Mutate top e solutions in the current population
4, Iterate the step 2 through 5

Output: Sub-optimal solution
//Simulated Annealing

Step 1: Parameters initialization: Initial solution S, Iterations K=1...L of each T, and
Initial Temperature T

Step 2: Update T for each iterations

Step 3: Calculate the increment AE = E(S") — E(S) where E(S) is the evaluation
function
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Step 4: Criterion for Metropolis: If AE is greater than O then accept S’ as the new
solution otherwise S’ as the new solution with the acceptable probability P (e /T)

Step 5: If the termination condition is satisfied, the current optimal solution as the
output. After that, terminate the program.

Output: Optimal solution (F*")

¢ Blind Semi-fragile watermarking

Blind semi-fragile watermarking can be performed using Integer Wavelet
Transform and it can be invisible for users. It has a shift invariant behavior and the
errors of reconstruction will decrease after embedding in cover image. As a results of
the robustness of the watermarking method will increase.

Initialize T, S,
K=1...L

%

Param eters
initialization

| Update T

Initial Population Generate new solution
Generation 5" from § No
H Evaluation | Evaluate
\\I AE = E(5") — E(5)
Genetic Operations:

Selection, Mutation and
crossover

Stopping
Criteria?

Stopping
Criteria?

Figure 3: Flowchart for DGA with SA
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Algorithm: IWT based blind semi-fragile watermark embedding algorithm

Input: Host image and MFCC features (xq, x5, ... X,)
Output: Watermarked image
Begin
Read the image and convert it to gray scale
Decompose the image using IWT
Using the 5™ bit, choose the subbands
Compress 5" bit data using arithmetic coding
Compressed data insertion and the watermark features into the host image
Compute HHWT (Inverse-IWT) to get the watermarked image
End.

¢ Robust Watermarking

For robust watermarking, we select discrete contourlet transformation for
watermark embedding because it captures the directional edges and smooth contours
from the image and its better than the other conventional transforms namely DWT,
DCT and DFT. Human Visual system is less sensitive to the image edges and
watermarking is applied on the contourlet domain, which denotes image edges. It
improved robustness due to selecting the embedding point using algorithm () and
optimum control of its quantization scalar factor. However, the perceptibility of the
watermarked image degrades. In our scheme, QIM (Quantized Index Modulation) is
applied all sub bands when we reconstruct the watermarked image. Because the novel
arrangements of the subbands preserve the robustness, so the proposed scheme is
highly robust against various low-frequency attacks.

e Discrete Contourlet Transform:

Discrete Contourlet Transformation is a new enhanced image decomposition
method to embed the watermark effectively. It outperforms than the DWT, RDWT
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and DCT. Contourlet transformation is categorized into two phases: LP (Laplacian
Pyramid) decomposition and DFB (Directional Filter Banks). In DCT, the number of
directional subbands at each level is set to 2" where n is a positive integer number
where n=1, 2,3,4,5 then we get the 1, 2, 4,8,16 subbands as shown in figure 4. The
Energy of subband S (i,j) is computed by the following expressions:

E=) Y ISGpI 3)
i J

e Quantization Index Modulation:

QIM is a class of embedding methods, termed the quantization index
modulation technique. It achieves efficient tradeoffs among information-embedding
capacity and robustness of embedding. A particular quantizer is chosen from a set of
possible quantizers by using watermark information as an index and then applied to
the host information to embed the watermark. Assume that one bit s € {0, 1} is to be
embedded and m denotes the host signal. Two qunatizers will be considered and
generated Q; (m), where i=0, 1. Watermark bit identifies the selection of the quantizer
Qi (m) with a step size A, which can be computed as follows:

Qi(m)=Q(m—di)+di, i=0,1
Where Q(m)= A x Round (m/A),
di(do)= —A/4 and d;(d;)=A/4 round (num) rounds num to the nearest integer.

Qi(m”) € (Qo, Q1)

The watermarked signal value m" computed using two quantizers (Q,) and (Q,) using
the following expression:

'V Qo(m), s=0
m‘%umxs=1

In the watermark extraction process, the S’ can be extracted from the signal of m” by
resolving the optimization problem.
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S'=arg Sg{l(l)g}llm — Qs(m")|| 4)

¢ Watermark Embedding:

In the proposed scheme, the watermark embedding can be formulated in the following
process:

Step 1: The host image H is transformed into the contourlet domain. The lowpass
subbands of the coefficients of the host image are selected to embed the watermark.
Hsp(i,j) is the host image contourlet coefficients where S is the resolution scale and D
is the frequency direction. We embed the watermark in the best embedding point
because best embedding point is improving the performance of security.

Step 2: Apply QIM on each subbands of the host image.
Step 3: Use quantizers to produce watermark embed information for both bits 0 and 1.

Step 4: Before embed the watermark, strength of the watermark embedding(«a) is
derived from the visibility function. It is expressed by:

1

VF = ————
1+ 0?(a,b)

)

Where a2 (a, b) is embedding regions local variance and for every local embedding
region, the watermark embedding strength is adaptively modulated. Then the adaptive
embedding strength is derived from the following strength

a= (1-NF).B (6)
Where B is represents the predefined embedding strength for local watermark regions.

Step 5: After that, MFCC features sequence (xq,x,,...x,) to the number of best
selected contourlet coefficients points using the following function:

W.a
! PR est(i iN" HS,D(ilj)y FBESt(iyj) i 0
HS,D (lJ]) = FB t(l,j) Best/: : (7)
HS,D (l,]), F (l,]) =0
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Where Hgp(i,j)and Hgp(i,j) denotes original and watermarked coefficients
respectively. F*(i j) is the best embedding point of the host image H.

Step 6: Apply IDCT on the modified QIM contourlet coefficients to obtain the
watermarked image.

Step 7: Obtain the watermarked image H'

%&E HLiz
e s HL; &
LH; g HH; z L
LR
LHI.R H:HZ,R
LH]_ R HH], R

Figure 4: DCT Decomposition with 5-levels
Algorithm: DCT with QIM based Robust Watermark embedding algorithm

Input: Host image, MFCC features (x4, X5, ... x,,) and F&!
Output: watermark image

Begin

Read the watermark image and apply DCT

Decompose  the image into  5-levels{LLyg, .....LLsg},{HL1 g, ..... HL5 g}
{HH, g, ..... HHs g}, {LHy g, ..... LHs g } using DCT
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Choose lowpass subbands from the decompose image

FB*'is selected using DGA-SA

Apply QIM on each subbands

Inserting (x4, x5, ... x,,) into watermark image

Arrange Quantize levels

Compute IDCT (Inverse-DCT) to get the watermarked image
End

e Watermark Extraction:

The steps of watermark extraction process are the same steps of the process of
watermark embedding. Watermark extraction are performed as follows: First, detect
the voice segments in watermarked signal and then extract the watermark information
from the embedding locations depending on the best embedding locations that
generated using DG with SA as in the watermark embedding.

E. Face Recognition:

The process of face recognition is carried out by using Double-Deep-Q-Network.
Consider the classification in multimodal biometric decision. Suppose we have N
learning samples {a}Y., € R' and corresponding class labels b; € {0, 1} where 0
represents an impostor and 1 represents genuine person. Double Deep-Q-Network is
the reinforcement algorithm that newly created in neural networks. The major
advantage of this algorithm is to generalize learning across actions without changing
of reinforcement algorithm. Value functions are considered here. First we can describe
about Deep-Q Network. There are two key aspects of networks are considered that are
model free in sense by the environment and experience replay. The network
parameters are Q (m, X, 8) with parameters of 8. To evaluate this network, loss
functions must be optimized for n iterations.
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La(6y) =E,. x mv[(YfQN - Q(m,x, Hn))z] (8)

Where y, %"= + y max,s Q(m’, x’,8)

Where 6 denotes the parameters of a separate and fixed target network. In online, we
use the Q-Learning for the network parametersQ (m, x, 6,,). Specific gradient is used to
update the parameters of network.

Vo La(6r) =E,. . r,m.[(y,?QN — Q(m,x,6,)) V4,Q(m,x, en)] 9)

In learning, database D of experiences (m, X, I, Mw1) from many occurrences. During
training, the current experience is prescribed from D uniformly at random manner.

L(62) =B )| (3872 - Q0m,%,6,)) | (10)

In DQN Q-learning algorithm, select and evaluate action gives the same values while
max operator uses these same values for solving optimization problem. This will lead
to the overoptimistic problem. To overcome this, Double Deep-Q-Network is
proposed

yrN=r+y Q(m',argmax Q(m’,x',6,); ) (11)
x’

F. Euclidean Distance Measure:

To evaluate the similarity or the dissimilarity between the two images, Euclidean
Distance is used.

Similarity matching for Face(S,; j):
Srain= 1-d(us vy) (12)

Where u; training samples and v; is the testing sample and d(ui, vj) is the Euclidean

Distance between the training and testing sample and it is evaluated by the following
expression:

67 Copyright © GJT Al o 2 s A giae wolall (55



Ol Al o glall Madl agaal) / 4l oy 2 Al
Gharyan Journal of Technology, High Institute of Science & Technology Gharian
Issue (10), September- 2024- iz ¢ ydlall al)

d(wy )=y XH= u, — vl (13)

Where M is the total number of samples in database and u,, v, is the training and
testing samples.

Similarity Matching for Voice(S,; j)):
Sv(i,j): 1-d(ul-, v]) (14)

Where u; training samples and v; is the testing sample and d(ui, vj) is the Euclidean

Distance between the training and testing sample and it is evaluated by the following
expression:

d(ui, vj)=VZE=u, — v, (15)

Where R is the total number of samples in database and u,, v, is the training and
testing samples.

G. Score Fusion Method:

In our proposed system, score fusion method is carried out to combine each
biometric score since this method is easy to access and combine the scores of different
biometric modalities. Fusion at match score level uses sum method. Let S: R'> R is
the hypothesis function mapping these pattern features onto a scalar measure for
decision inference. Fusionge produces a continuous output then the output must be
threshold in order to label each sample as genuine,g,,-0r Impostor-User. Given a
decision threshold 7, and t between the [0,1,...9]. Now the fusion score is expressed
as,

Fsin= Sran* Svi (16)

1(= genuineyge,) if Fs(i,j) >t

FUSlonScore={O(= impostoryser) if Fs (i,j) <t

iv. EXPERIMENTAL RESULTS
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This section describes the experimental results and the performance of the
proposed system.

A. Experimental Setup

For our implementation, we used Matlab. The performance of the proposed
multimodal biometric watermarking system has been tested upon ORL and TIMIT
databases. Whenever an ownership claim is to be resolved, the face features and voice
features are extracted from the suspected watermarked image and compared with the
other training samples of the user stored in the two databases. If a match is found
from the database, it is categorized as genuine otherwise it taken as impostor attempt.
The most important performance factor for the success of any biometric system
(uni/multimodal) is its recognition accuracy. In order to validate and verify the
proposed system, various factors are considered and tested. The multimodal biometric
traits have been described and tested in detail as follows:

B. Databases Description:

For the experimental studies, the multimodal biometric data of ORL and TIMIT
databases are taken. ORL contains 40 distinct subjects with the size of 92 x 112 pixels
and 256 grey levels per pixel. Some of the images are taken at different facial
expressions like smiling, not smiling, closed eyes, open eyes, anger, etc. The entire
facial images were taken at a dark homogenous background with the subjects in some
side movements (upright, downright and frontal position). TIMIT corpus consists of
speech data for the 630 subjects of 8 dialects, 6300 utterances and 10 sentences in
American English. The corpus contains totally 5 hours of speech. All 630 speakers
are native speakers of the United States. In addition, auxiliary subjects were recorded
but are not considered in the CD-ROM.

C. Parameters Description:

The performance of the system is generally based on the evaluating
imperceptibility, robustness and security measures like PSNR, SSIM, EER and other
metrics. But when it comes to a multimodal biometric watermarking system, we need
to ensure the performance in terms of accuracy. A watermarked system should further
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enhance the security aspects of the biometric traits such as face and voice used without
compromising in its quality and features. For the proposed algorithm, we have verified
the performance based on with watermarking and without watermarking using face,
voice and multimodal in terms of accuracy, equal error rate (ERR), PSNR and SSIM.
The details are described as follows:

Peak Signal to Noise Ratio (PSNR): PSNR is widely used and accepted measure
of the fidelity of the watermarking method and allows visual inspection between
original images and watermarked or reconstructed images. It is evaluated by the
following expression.

2
PSNR =10Ioglo% (17)

ST (FGD-£@D)

mxn

Where MSE=
compared.

where f and f are the two images being

Structural Similarity Index (SSIM): It is a similarity measure between two images of
which one image is considered as of perfect quality where SSIM (X,y) is given as
follows;

SSIM (xy) =[f (&, »)]1* * [c(x, M)IF * [s(x, ] (18)

Equal Error Rate (EER): is also known as crossover rate/crossover error rate. The
EER is used to evaluate the performance of our proposed multimodal biometric
system. It is used find the value of threshold for FAR (False Accept Rate) and FRR
(False Recognition Rate). The lower EER value indicates the better performance and
also it improves the accuracy.

False Accept Rate

Equal E Rate = 19
quat ETToT RAte = halse Recognition Rate (19
Recognition Rate (RR): is also referred as accuracy. RR is the percentage of detected

images from the total number of images.
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No.of corrected identified images

Recognition Rate = * 100 (20)

Total no.of images

D. Comparative analysis:

The comparative analysis of the proposed method with existing mechanisms is
carried out using the EER, PSNR, accuracy and SSIM. The results of the existing
mechanisms are taken from the existing techniques [15, and 11]. Here multimodal
biometric techniques have been compared using various performance metrics. From
Table 1, we understand that our proposed techniques showed the higher performance
in terms of accuracy, PSNR, EER and SSIM.

Table.1 presents various multimodal methods based on digital watermarking
techniques. As seen almost of the multimodal approaches have been applied face and
voice metrics for biometric system as well all of the systems have some pros and cons.
From the table, we have analyzed there were not strong and robust watermarking
technique which can provide security, robustness, imperceptibility, capacity and
memory criteria. On the other hand, watermark embedding effect is degrading the
performance of the face recognition system

TABLEL. Comparison of Different Watermarking Techniques

Techniques Merits Limitations

LSB 1. Easy to use and understand 1. lack of basic robustness

2. High perceptual transparency | 2. Cropping and scaling

) ) vulnerabilities
3. Image quality low degradation

3. Noise vulnerability
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DCT 1.In digital watermarking, the| 1. Lack of invariance
watermark is embedded into the| (block wise DCT destroys
coefficients of the middle| invariance)
frequency. So the image visibility .
will not affected 2. Higher frequency
2. Does not affects pixels
themselves with each other
3. High robustness

DWT 1. Good in localization 1. Computation cost is high
2. Higher compression ratio 2. High compression time

3. Blur/noise edges of
images
1. Invariance property achieved| 1. Lack of spatial location
translation

RDWT 2. Best watermark

2. Sufficient embedding capacity | embedding is required in L-
Level decomposition.

Two image quality assessment metrics such as Peak Signal to Noise Ratio
(PSNR) and Structural Similarity Matrix have been measured to test the performance
of imperceptibility of the double watermarking mechanism. Both IQA metrics are
well-known conventional metrics for pixel based image operation. From the table 2,
we proved that our proposed system achieves good performance in both IQA metrics
and also it improves the imperceptibility. Generally, SSIM lies between 0-1. Note that
the higher IQA value always implies higher visual quality of the original watermarked

image.
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TABLE 2. Comparisons of the functionalities of our double watermarking method and

related double watermarking mechanism

Existing Proposed Approach

Dual Fragile + Robust Fragile + Robust
watermarks
Embedding Spatial domain + DWT DCT+QIM
domain
Visibility Invisible + Invisible Invisible + Invisible
Blind Yes + Yes Yes +Yes
Extraction
Target image Color (RGB) Color (RGB) and voice
PSNR dB ~40dB (40.32) ~ 48dB (48.9835)
Copyright Yes Yes
Protection
Image Yes Yes
Authentication
Average 99.97% 99.98
Recognition
Rate (%)
Robustness No Yes
Security Yes Yes
SSIM 0.9830 0.9879
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TABLE3. Results for our Multimodal Biometric System

EER (%) Recognition
_ . Rate (%0)
Voice | Face | Multimodal
Without 7.5714|8.25 |4.25 97.90
watermarking
with 7.5714| 7.2574| 3.333 99.98

watermarking

TABLEA4. Results for Existing Multimodal Biometric System

Mechanism Recognition Rate (%)

Voice Face Multimodal

Without watermarking | 86.8 89.4 94.0

with watermarking 86.8 89.4 94.0

To further demonstrate the system performance, we compared the proposed
system recognition rate with existing system [29]. The comparison results of proposed
and existing systems are shown in table 3 and 4. In table 3, the recognition rate of our
proposed system is 99.98% which is better than the existing system.
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v. CONCLUSION

In this paper, we have proposed a blind double digital watermarking method with
multimodal biometric system to improve the previous works in area of spatial and
temporal domain in terms of robustness, security, authentication and imperceptibility.
An important aspect of the proposed digital image watermarking system has the
development of watermarking for authentication and recognition. The developed dual
watermarking is comprised with blind semi-fragile and robust watermarks into the
facial image. Face selection process is proposed to preserve most of the discriminative
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features of face image and to secure face image by applying image watermarking
process. This face selection process is not only enhancing the performance of face
recognition system, but also improving the process of feature extraction. Double
Deep-Q-Network is performed for face recognition process which reduces the
complexity and improves the accuracy of recognition process. After completion of
recognition process, score fusion method is expressed to identify the genuine or
imposter user. our proposed double watermarking scheme exhibits better
performance in terms of accuracy, EER, PSNR, SSIM,
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